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ABSTRACT

Aiming to offer an infrastructure and an active application platform, Cloud Computing provides everything like a service, which is scalable and efficient in terms
of cost for customers. The on-demand provisioning of computational feature, storage, and bandwidth resources has driven modern businesses into cloud
services. Being less expensive and more secure, Azure Cloud computing is reliable, and flexible than on-premises servers. This paper addresses what Microsoft
Azure offers, like the performance, benefits and flexibility. We test three types of services in Azure: Software as Service SaaS, Platform as Service PaaS, and

Infrastructure to use as a service called laaS.

Keywords: Cloud Computing; Windows Azure; laa$S (Infrastructure as a Service; PaaS (Platform as a Service); Saa$S (Software as a Service); AWS (Amazon Web Services);

Google Cloud; Virtual Machine..

INTRODUCTION

Before starting to talk for Microsoft Azure we will see why such a
service exists. Almost every company needs their server in the
modern world. There are too much tasks for it to do, computing
calculations, data administration, storage for data and more. The
existence of a massive server in just one place might not be the best
solution for the company. This way of processing come with a lot of
expenses, for IT specialists, for hardware and upcoming upgrades.
The computing power gets concentrated in a single place, so it is
more vulnerable. The best solution for this is using a cloud computing
service, just like the cloud that Microsoft provides called “Microsoft
Azure”. The main focus of cloud computing is to maximize efficiency
of the shared resources. Cloud computer offers some important
features like they are agile, have reduced price, easier maintenance,
reliable, high levels of security, highly scalable, etc. Security issues
have been faced by cloud computing because of sensitive data
access, data, privacy, authentication, bug manipulation, recovery,
responsibility, account control. [1]

Types of Cloud Computing

There are 3 ways for deploying the cloud services: private and public

cloud also a mix of both called hybrid.

e Public-clouds owned and operated by a 3-party cloud providers
they use their own servers and storage for the users. Microsoft
Azure, Amazon Web Services, Google Cloud are some example
of the most used cloud providers nowadays. The cloud provider
owns everything servers, hardware, software and is responsible
for the infrastructure. The users need a computer, phone or any
electronic device with an internet access and a browser to access
and manage the services.

o Private-cloud is owned by private businesses and organization,
they use their own servers and hardware. Usually the private
clouds are situated at the organization datacenters. Also, some
companies hire 3rd-party providers so they can host the private
clouds. The private cloud uses the same infrastructure and
service as the private network.
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e Hybrid-clouds is a combination of both public cloud and private
ecloud, tied together by technology which permits application and
data being shared between them. The hybrid cloud is very flexible
because it gives business and reorganizations the possibility for
moving from private cloud to public cloud. It gives you a lot of
options for deployment also helps optimizing the security,
compliance, and existing infrastructure. [2]

Service Models

The cloud model promotes accessibility and is composed of 5
essential features, 3 service models, Software as a Service (SaaS),
Platform as a Service (PaaS) & Infra-structure as a Service (laaS).

Software as a service (SaaS) gives customers the possibility to
connect and to use cloud based applications across Internet. Most
used applications nowadays are e-mail, calendaring tool, and office
package (Microsoft Office).

Advantages of SaaS

SaaS gives organization the possibility to use and run their
applications on a virtual environment. Nowadays, there no need to
spend money buying high-priced software applications that consumes
too much time installing, and requires a lot of money.

Challenges in SaaS Adoption

Some limitations slow down the acceptance of SaaS and prohibit it
from being used in some cases: reports since data are being stored
on the vendor's servers, data security becomes an issue. SaaS
applications are hosted in the cloud, far away from the application
users. This introduces latency into the environment.

Platform as a service (PaaS) is a complete development and
deployment environment in the cloud, with resources that enable you
to deliver everything from simple cloud-based apps to sophisticated,
cloud-enabled enterprise applications. By purchasing the resources
you need from a cloud service provider on a pay-as-you-go basis you
can access them over a secure Internet connection. PaaS allows you
to avoid expenses and complexity of purchasing and managing
software licenses, the underlying application infrastructure and
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middleware, container orchestrators such easKubernetes, or the
development tools and other resources. You can manage the
applications and services you develop, and the cloud eservice
provider typically manages everything else. Platform as a Service, it
is often referred to as simply PaaS, is a category of cloud computing
that provides a platform and environment to allow developers
build applications and eservices all over the internet.

Benefits of PaaS

Organizations don’t have to invest in physical infrastructure. They
don't need to purchase hardware themselves or employ the expertise
to manage it. This leaves them free to focus on the development of
applications.

Benefits of PaaS

There are approximately three limitations that characterize the PaaS
security platform.

e Information processing.
e Information interactivity.
e Storing data.

Infrastructure as a service (Paa$S) Infrastructure as a service (laaS)
is an instant computing infrastructure, being provisioned and
managed all over the internet. It is one of the four types of cloud
services, along with SaaS, (PaaS), and server less. This service
quickly scales up and down with demand, and lets you pay only for
what you use. You can avoid the expenses and complexity of
purchasing and managing your own physical servers and various
data center infrastructure. Each resource is offered as a separate
service component, and for as long as you need it, you only need
torrent a particular one. A cloud computing service provider, such as
Azure, it will manage the infrastructure, while you buy, install,
configure, and manage your own software operating systems, middle
ware, and applications.

Benefits of PaaS

The following are examples of how laaS can be utilized by an
enterprise.

Enterprise infrastructure by internal business networks, such as
private clouds and VLANSs, which utilize pooled server and networking
resources.

Cloud hosting of websites on virtual servers are founded upon
pooled resources from underlying physical servers.

Virtual Data Centers (VDC): a virtualized network of interconnected
virtual servers.

Scalability: resource is available as and when the client needs it and
therefore, there are no delays in expanding capacity or the wastage
of unused capacity.

No investment in hardware

Utility style costing: the service can be accessed on demand and
client only pays for the resource that they actually use.

Location independence as long as there is an internet connection,
the service can usually be accessed from any location and the
security protocol of the cloud allows it. Physical security of Data
Centre locations. No single point of failure.

Challenges in laaS Adoption

Concerns about the security and confidentiality of organization’s data.
The lack of time and resources to sufficiently analyze the offerings
and the providers. Uncertainty about the provider living up to their
promises. Lack of confidence in a shared infrastructure. The provider
is not capable of adding capacity in a dynamic enough fashion.
Concerns about the security and confidentiality of data. Their lack of
an internal strategy about laaS. Their lack of personnel to design and
implement the solutions. The relative immaturity of the technologies
that would have to be installed and managed. The lack of significant
enough cost savings.

RELATED WORK

There are three main competitors on Cloud Business, Google Cloud
Platform (GCP), Microsoft Azure and Amazon Web Services (AWS)
as per Figure.1.

Services ANS Aaure GCP

Serveriess ANS Lambda Agure Functions Google Cloud Funcions

Figure 1. AWS/Azure/GCP
AWS versus Azure
Figure.2 below is shown the main changes between AWS and Azure.

It also gives an overall information regarding licenses and distinctive
changes.

Parameter AWS Azure
Date Of Initiation
Market Share 40% 30%
More open to open source Less opento open source

Open Source
community community

Hybrid Cloud It s a work in progress Excels in Hybrid Cloud Mark

Licencing Offers more fl Catchi

Linux Ecosystem Extensive support for Linux Still building up

Figure 2. AWS versus Azure [4]
High Performance Computing Challenge (HPCC)

The HPCC benchmark suite presents several tests to measure
arrange of performance parameters related to network band width,
memory bandwidth ,local computational performance, and global
computational performance. [5]
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Figure 3. HPCC PTRANS bandwidth for AWS and Azure as a function of
cluster size



International Journal of Innovation Scientific Research and Review

655

Figure.3 compares the measured bandwidth observed with AWS and
Azure, which illustrates that Azure’s faster network performs better on
this benchmark, as expected. Azure’s eight instance test case was
rerun because it seemed to produce an unexpectedly low bandwidth,
and on the second run performs better.
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Figure 4. HPCC MPI FFT performance for AWS and Azure as a function
of cluster

Figure.4 shows that Azure performs better than AWS for the MPI
FFT, likely due to its faster network. Both of the eight instances in

Figure.7 is providing the cost analysis based on the HPCC HPL
benchmark as s function of cluster size for AWS and Azure.
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Figure 7. Cost Analysis

Based on [6] we performed and comparison showing it in two
separated tables (Table 1 and 2) between AWS and Azure.

Table 1. Apache benchmark results

Azure results are shown in the graph, with the better performance
coming from the second test with the larger PTRANS bandwidth.
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Figure 5. HPCC HPL performance for AWS and Azure as a function of
cluster size

Figure.5 shows that AWS and Azure scale vey similarly for the HPL
benchmark. Since the underlying processors have a similar amount of
computational power, this is not a surprising result.

The HPCG benchmark was run with the same parameters for AWS
and Azure, 1 MPI process per core, NX=NY=NZ=64, and a run time
of 300 seconds. Because Azure has fewer cores(16vs18), it is
running a slightly smaller problem size than AWS, but the work per
core should be the same. The HPCG result shown in Figure.6,with
AWS outperforming Azure, is a little surprising, as Azure’s faster
processors and network should give it an advantage on this
benchmark.[11]
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Figure 6. HPCG performance for AWS and Azure as a function of
cluster size

Test Azure {regh) AWS (reg/s)
Test 1 1116.64 1022.43
Test 2 1119.92 102606
Test 3 1121.67 102738
Average 1119.4] 1025.29
Table 2. Ram speed benchmark
Texi Azure (MB/4) AWS (MBS
niege
Add 210384 B3I8.52
Copy T923.649 7934.63
Scale 648,92 652235
Triad 1021.67 102738
Average 4399.17 4404 4%
Float. point
Ald 257543 2637.03
Copy 2301.85 230691
Seale 098.71 100499
Trind 2503.42 23R4 BR
Average 1619.41 165777

A comparison of prices in official sites for Linux and Windows OS is
given in Tables 3 and 4.

Table 3. Azure vs aws price comparison for windows os

TYPE vCPU MEM. AZURE AWS
General Parposs ] ) §0.4530 06580
4 1658 $0.550 $0.8580

. GH B840 §.Tz0

Compitn Dplimitnd 2 458 $0.5030 L6570
i et 1ekr ] s 7]

5 1EGE §lLA00 §1.6680

Mhammady Optintized 2 1663 §0.6750 §a70
1 el $0.8500 s L]

! HGE §LTG00 15040
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Table 4. Azure vs aws price comparison for linux os

TYPE wCPU MEM, ATURE AWE
Ganarld Purpass H L] |31 L] i [k i
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Google Cloud Platform versus Azure

Google Cloud Platform, can host a number of different systems and is
proficient at handling both applications and enterprise development.
While Google and AWS concentrate on public cloud computing,
Azure’s public cloud focuses on those who want to interoperate with
their own data centres, where a lot of windows-based servers already
are running. [7]. Using Microsoft Azure service, user must sign up for
Microsoft account, and most business people already have Microsoft
accounts.

Resource Management Interfaces

Azure and Google Cloud provide a command-line interface (CLI) for
interacting with the services and resources. Azure provide the
Windows Command Line, and Google provides the Cloud SDK.
Azure and GCP also provide web-based consoles. Each console
allows users to create, manage and monitor their resources. The
console for GCP is located here; Azure's one is located here. [8].

Pricing Processes

Google Cloud follows a to-the-minute pricing process, while GCP may
fall behind in additional features, it compensates in cost efficiency.
The platform also has pay-as-you go pricing, billing per seconds of
usage. Setting GCP apart, it offers discounts for long-term usage that
starts after the first month. [9]

EXPLANATION OF PERFORMING TESTS

In this paper we will test three services that Azure offers, please refer
to Figure.8.

Figure 8. Azure Types of Services

We have implemented the laaS and Paa$S in Microsoft Azure using
our premium subscription. For laaS we have created a virtual
machine with Windows Servers 2012 and step by step guide in portal
https://portal.azure.com/#. For PaaS we have created a Web

Services .NET framework since is the default language used by
Microsoft.

EXPERIMENTAL ENVIRONMENT - REALIZATION

laaS we will create a Virtual Machine within Azure. In order to create
a secure and well organized laaS service within our Azure
Subscription we need to follow certain steps: After accessing Azure
environment, the first thing to do is to create e Resource Group. The
resource group is just like Folder that contains our services such as:
VM, WebApp, Storage, Applications, etc. After clicking the Add
button you will be redirected to the window shown in the second
image below (Figure.9).

A “Search resource:
Home * Resource groups
Resource groups

+ add Editcolumns () Refresh 4 Export to CSV 7 Feedback

Location == all @ +——; Add filter

Showing 1to 8 of 8 records.

Figure 9. Add resource group

Select the subscription you want to assign the Resource Group to,
Add a name for the resource group, Choose a Region for your
Resource Group and click over create (Figure.10).

A Crate s resource goup - Mise. % | o

€ C @ portalazvrecom/s

" Create 3 resource group

Create a resource group

Rescurce group - A contamer
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Project detalls
Resource group * et

Resource details

Region *
gion

Figure 10. Create Resource Group

We now have created a Resource Group named orialmehmeti-vm
(Figure.11).

Resource groups

Resource groups

on == all Location ==all @) [ T Add fiter

Figure 11. Orialmehmeti-vm

After the Resource Group is created, now we are ready to create our
VM. To do that we just need to click Create Resource button.
(Figure.12).
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Figure 12. Create Resource

We are about to create a Windows Server 2012 R2 Data Centre
edition (Figure.13).

Windows Server 2012 R2 Datacenter (zh-cn)

Win_dnws Server 2012 R2 Datacenter (zh-cn)

Depley witt Rasoun

* arage

Figure 13. Windows Server 2012 R2 Data Center Edition

The next step is to create our Virtual Machine (Figure.14). We made
sure to evaluate firstly and Fill all missing elements in the installation
process such as: Subscription, Resource Group, Virtual Machine
Name, and Region. Another interesting element we added to our VM
was to create an Availability Zone and store our VM in 3 physical
locations within an Azure region.

Create a virtual machine

g e e e st o o e e e e et e e e

Project detass

Figure 14. Creating VM

Availability Zones is a high-availability offering that protects your
applications and data for data centre failures. Each zone is made up
of one or more data centres equipped with independent power,
cooling and networking. With Availability Zones, Azure offers industry
best 99.99% VM uptime SLA [12]. The next step is to add an image
which is Windows Server 2012 R2 Data centre and choose a size for
our Operating System, We choose Standard DS1 v2 with virtual CPU
with 3.5G memory with respective cost $91.98/month (Figure.15).

Image *

Azure Spot instance

Size*

Administrator account

Usename * D

Password * (D)

Confitm password *

Figure 15. VM specifications

To access the Virtual Machine we need an inbound port. We choose
RDP (Remote Desktop Protocol) (Figure.16).

Inbound port rules

Seleat which vrtual
RETADIK 30085 ON The

Publc inbound ports *

Select inbound ports *

i Thiswill aliow all IP addresses to access
e testing. Use the Ad
lemit inbound traffic

Figure 16. Inbound RDP

For 99.9% connectivity SLA we have selected Premium SSD disk

type (Figure.17).

e

Disk options

Data disks

~  Advanced

Create a virtual machine

Premium 550

£ your virtual machice or attach existng disks. This Wid

Size (Gily Disk type Hoat caching

Figure 17. HDD selection

The Networking section is important for configuring network interface
for our Virtual Machine such as Subnet, Public IP and Security

elements (Figure.18).

Metwork interface

Wirtus! natwork =

Pulblic I

MIC retwork security group

Pubii; inbound potts =

Salect inbouwed ports #

Whar craating avirtaal machine. 3 natwork imeriace v

B created for pou

Figure 18. Network settings
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The nest sections such as: Management, Advanced and Tags
provides different optional customization for our Virtual Machine
(Figure.19).

gk Matworking  Minsgoment  Advanced  Tags s croat
Eanfigure moninnng and mansgement optans tor your ¥4

Azure Security Center

Azure Secunty Center provides snified security manegement snd sdvanced st protection screas ybnd chud worilceds

Q  vour subscription is proteced by Ature Security Cener basic plan

Monitaring

Boot diagnosiics () on [®)OR

0% guest diagnostics (O on (®) o

Idenuty

System assigned managed (dentity () on (&) off

Basics Disks Networking Management Advanced Tags  Review + create

Add additional configuration, agents, scripts or applications via virtual maching extensions or cloud-init.
Extensions
Extensions provide post-deployment configuration and automation.

Selact an extention 1o instal

Extensions ()

Cloud init

Cloud init is 3 widely used approach to customize 3 Linux VM as it boots for the first time. You can use cloud-init to inst
packages and write files or to configure users and security. Leam more

Basics Disks Networking Management Advanced Tags Review + create

Tags are namejvalue pairs that enable you to categorize resources and view consolidated billing by app|
multiple resources and resource groups. Leam more about tags @

Note that if you create tags and then change resource settings on other tabs, your tags will be automat,

Name (0 Value (0 Resource

: | 11 zelected

Figure 19. Additional settings

After successfully filling all elements in our installation process, a
message telling you the “Validation Passed” will appear. As you can
see the price for our Service is 0.1260 USD/hour (Figure.20).

v/ Validation passed

Management Advanced Tags

Review + creste

PRODUCT DETAILS
Subscription credits apply
10,1260 USD/hr

Pricing for other VM siz=:

Standard D51v2

by Microsort
Terms of use | Prvacy policy

TERMS

By clicking "Create’, | (a) agree to the legal termns and privacy statement(s) associated with the Marketplace offering(s) listed
above: (b) autharize Mic ent ent method for the fees associated with the cfferingis), with the same
biling frequency as m ree that Microsoft may share my contact, usage and transaciional
information with the prov port, billing and other transactional activities. Microsoft does not
ms for sdditional detals

£\ You have set RDP port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Bascs b

Figure 20. Price per hour

After hitting create we can see the Deployment is in Progress
(Figure.21).
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Figure 21. Deployment progress.

After less than 3 minutes the virtual machine is created and you can
see the view in the image below (Figure.22).
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Figure 22. Creation finalized

To connect with our VM we need to click the Connect button and
choose RDP (Figure.23).

[ & | orial-vm-dc

| search {Ctrl> & Connect & mestart [] stop 8 C
B Overiew RGP nehmeti-vm
ng
W Aoty ieg R5M
15 (Zone 3)
1 Acoess controd (1AM) Bastion

soft Partrer MNetwork

® 1ags Subsseription D i 3438bd&s-3dd2-43eT-0f0d -3

Figure 23. RDP access
Download the RDP file (Figure.24).

T improve security, enable just-in-time access on thss VM,

RDP 55H BASTION

Connect with RDP

To connect to your wirtuzl machine via RDP. select an IP address, optionally change the port rumber anc
the RO 4l

1P address =

Pubbc 2 address (2042.80.50)

Port numirer *

| 3380

Download RDP File

Figure 24. RDP file download.

The downloaded file has the IP and the information of our VM
(Figure.25)
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& Remote Desitop Connection X
iﬁ The publisher of this remote connection can? be identified. Do you want to connect
A anyway?

‘This remata connection could ham your local or remate computer. Do not connect uniess you know whes
this commection came from or have used i before.

Publisher Unknown publisher
Tipe: Remote Desktop Comnection
Remote computer: ~ 20.42.80 50

)

[] Diont ask me agan for conneciions to this computer

v/ Show Detals Conned

Figure 25. IP address info.

At this stage you can identify that we are able to access our Virtual
Machine using RDP protocol (Figure.26).

Figure 26. Entering into VM.

Paa$S we will create a Web Service within azure — To Create a Web
Service and Store a Website within Azure we need to perform the
same steps as done for creation of VM but the resource is named
Web App + MySQL (Figure.27).

Web App + My5QL

Web App + MySQL

g -

Figure 27. Paa$S Creation.

Following the next step we have filled the elements such as: App
name, Subscription, Resource Group, Database Provider. We also
needed to create a Database Server which require a unique Server
Name and unique Sever Admin Login Name and a unique
Database Name. The Version we already used in 5.7 (Figure.28).

Web App + MySQL . Database server

zale beyond 8 3

Figure 28. Configuration Details.

The DB Specifications (Figure.29)

&

PRICE SUMMARY

Gen 5 Compute generation
Cost per vCore 65.17

vCores selected < 4

General Purpose Storage

Cost per GB f month 0.12
Storage amount selected = 100
EST. MONTHLY COST 272.20 UsD

Figure 29. DB Specifications.

Click over Create Button (Figure.30).

Resouce

« Your deployment is underway

Deployment detalls

Type Status Opetaton detals

Figure 30. Click over Create Button.

Our App Service environment (Figure.31) with respective link
https://orialmehmeti-website.azurewebsites.net/
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Hey, App Service developers!

Your app service is up and ninning
Time to take the next step and deploy your code

Figure 31. Web App Environment.

RESULTS EXPLANATIONS

As we can see from the above examples of creating a laaS and PaaS
in Microsoft Azure it only takes a few minutes to build the whole
infrastructure which might take weeks and a whole IT team to build.
You just need an expert in the field and you can save a lot of money
using Cloud Computing in this case Azure. Cloud Computing provides
promising services to the clients. Clients can use these services on
demand and at some cost. This study was planned to review the
services of cloud computing. SaaS allows client to run a software
application over the internet without having to install it on his own
computer, thus making things simpler and reducing maintenance
costs (Figure.32).

B o

Figure 32. lassS and Paa$S Platform

PaaS provides on-demand services, which include a computing
platform and solution stack as a service to the clients. laaS provides
infrastructure to the organizations on a rented basis related to
servers, computers, networking devices, hardware and software. This
review discusses the benefits and challenges of cloud services. It is

believed that these cloud services will be widely accepted by
business organizations to carter their IT needs in the coming time and
will redefine the new standards and protocols of Cloud Computing.

CONCLUSIONS

1. A successful implementation of any IT structure depends heavily
on choosing and planning of an architecture to meet efficiently the
needs of the computer system we want to develop.

2. In order to achieve the desired purpose beneficiaries of cloud
should be very careful in choosing a provider.

3. Most important thing is paying only for what you use.

In this paper we have discussed about Microsoft Azure and how we
can benefit from using it. We have create a laaS, PaaS and
discussed the comparison with other cloud computing platform like
Amazon Web Services (AWS) and Google Cloud Platform (GCP).

FUTURE WORKS

The concern in the cloud computing is SECURITY around data,
access and privacy protection. Cloud computing should be secure,
robust and should mitigate the risks. [10] Artificial Intelligence and its
data source will continue growing in the future. All businesses will
continue to use Al in the workload. Being able to not only manage this
growth but harness it effectively is where the future of Al in cloud
computing is headed. Specialized hardware like GPUs will become
even more embedded with Al workloads and deep learning with their
high memory bandwidth and ability to do parallel computation.
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